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(54) Copyright protecting method, recording method, recording apparatus, reproduction method 
and reproduction apparatus 



(57) A copyright protecting method of scrambling an 
infonnatlon signal inputted via an input path and output- 
ting It via an output path is provided. First, a selected 
condition to eliminate copying of the infomnatlon signal 
via an unauthorized path is set. The selected condition 
includes combinations of a plurality of types of scramble 
systems applicable to the information signal and a plu- 
rality of types of the copy control infonmation. Then, the 



t^'pe of ti^e scramble system of the inputted infomiation 
signal and the type of the copy control infomnatlon of the 
inputted information signal are discriminated. Further, a 
predetennined scramble system is applied to the input- 
ted infonmation signal and a scrambled output is pro- 
duced when a combination of the discriminated type of 
the scramble system and the discriminated type of the 
copy control infomiation coincides with that included In 
the selected condition. 
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Description 

[0001] The present invention relates to a copyright 
protecting technique for contents recorded onto an in- 
formation recording medium, and more specifically re- 5 
lates to unauthorized copy protecting technique in which 
a predetermined scramble system is applied to a digital 
signal corresponding to the contents and copy control 
information is given to the digital signal. 
[0002] Recently, a technique for recording various io 
contents such as image and music as a digital signal 
onto an information recording medium or for transmitting 
them as a digital signal has widely spread. These con- 
tents are originally objects of copyright protection. When 
an infonnation recording medium on which the contents is 
were recorded is unauthohzedly copied to be distribut- 
ed, the copyright is infringed. Therefore, in order to pro- 
tect the copyright of the contents effectively, various 
measures for forbidding unauthorized copy are request- 
ed. 20 
[0003] Some methods of preventing unauthorized 
copy at the time of recording and transmission are 
known. In the methods^ in order to prevent the above- 
mentioned unauthorized copy of contents, copy control 
information is given to the cc.-:ents so as to be embed- 25 
ded as an electronic wateTnark into a digital signal or 
the contents are £-c-yr:ac sec irately A reproduction 
apparatus and a recording apparatus discriminate such 
copy control inforrroiion so as to be capable of recog- 
nizing pennission/forbidddnce of copying and the 
number of copying of the contents. 
[0004] However in the prior cases, it was difficult to 
eliminate unauthorized recording apparatus and repro- 
duction apparatus which do not give appropriate copy 
control infonnation to contents. For example, in the case 
where contents whose number of copying is limited to 
one are copied, it Is necessary to update the copy con- 
trot information In the recording apparatus which exe- 
cutes copying so that copying after the one copying is 
forbidden. However, there considers a case where a re- 
cording apparatus is converted not to update copy con- 
trol information, and thus contents are copied unauthor- 
izedly. Since it is difficult to discriminate an unauthorized 
recording medium in which copy is executed by. such an 
unauthorized recording apparatus, there arises a prob- 
lem that such a recording medium Is reproduced In an 
appropriate reproduction apparatus. Moreover, there 
considers a case where the reproduction apparatus 
which discriminates copy control information so as to 
limit a reproduction operation of contents based on dis- 
criminated results is converted so that the copy control 
information is not discriminated appropriately. There 
arises a problem that the contents which are reproduced 
by such an unauthorized reproduction apparatus can be 
copied also by an appropriate recording apparatus. As 
mentioned above, in the prior case, because of exist- 
ence of the unauthorized recording apparatus and un- 
authorized reproduction apparatus, it is difficult to pre- 



vent propagation of unauthorizedly copied contents, 
and this interferes effective protection of the copyright 
of contents. 

[0005] In addition, there arises a problem that when • 
a reproducing signal is scrambled to be outputted, a re- 
ceiving apparatus outputs a reproducing signal of unau- 
thorizedly recorded contents which is disguised as a 
broadcasting signal and an appropriate recording appa- 
ratus records the reproducing signal. 
[0006] The present Invention has been developed in 
order to solve the above problems and It is an object of 
the present invention to provide a copyright protecting 
method, a recording method, a recording apparatus, a 
reproduction method and a reproduction apparatus 
which are capable of cutting off propagation of unauthor- 
izedly copied contents effectively and protecting the 
contents under copyright securely 
The above object of the present invention can be 
achieved by a copyright protecting method of the 
present invention. The method is one for scrambling an 
information signal inputted via an input path and output- 
ting it via an output path, in the method, the infonnation 
signal corresponds to contents which are protected un- 
der copyright. Also, the infonnation signal Includes copy 
control information , and is scrannbled by means of a pre- 
detemnined type of scramble system. The copyright pro- 
tecting method includes a discriminating step. The dis- 
criminating step discriminates the type of the scramble 
system of the inputted information signal and the type 
of the copy control information of the inputted informa- 
tion signal. The copyright protecting method also in- 
cludes a scramble system applying step. The scramble 
system applying step applies a predetemiined scramble 
system to the inputted infomnation signal and produces 
a scrambled output when a combination of the discrim- 
inated type of the scramble system and the discriminat- 
ed type of the copy control infonnation coincides with 
that included in a selected condition. The selected con- 
dition includes combinations of a plurality of types of 
scramble systems applicable to the information signal 
and a plurality of types of the copy control infonnation 
to eliminate copying of the infonnation signal via an un- 
authorized path. 

[0007] According to the present invention, when the 
information signal corresponding to the contents Is In- 
putted into a specified equipment, the scramble system 
appfied to the information signal and the copy control 
infonnation are discriminated. The discriminated results 
are verified with predetemiined selected conditions, and 
when the discriminated results coincide with the select- 
ed conditions, a predetemnined scramble system is ap- 
plied to the i nf onnation signal so that the Infonnation sig- 
nal is outputted. Therefore, the infonnation signal ob- 
tained via an appropriate path is outputted selectively. 
Moreover, the system can be constituted in such a man- 
ner that when an unauthorized path is used, the selected 
conditions are set so that the infonnation signal is not 
outputted. As a result, unauthorized copying can be pre- 
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vented effectively. 

[0008] Inoneof aspect of the present invention, a plu- 
rality of the scramble systems include scramble 
processings each having different algorithms and cor- 
responding descramble processings. 
[0009] According to this aspect of the invention , since 
a plurality of the scramble systems applicable to the in- 
fomiation signal have different algorithms for descram- 
ble processings corresponding to the scramble process- 
ings, it is difficult to make unauthorized copies by using 
an unauthorized recording apparatus, for exannple, and 
thus the effect of the prevention of unauthorized copying 
can be heightened. 

[0010] In another aspect of the present invention, a 
plurality of the scramble systems include scramble 
processings each having different keys and con^espond- 
Ing descramble processings. 

[0011] According to the third aspect of the invention, 
since a plurality of the scramble systems have different 
keys for descramble processings corresponding to 
scramble processings, ^tJjPauthorized copying can be 
prevented by a simple structure. 
[001 2] In another aspect of the present invention , the 
copy control information includes first control informa- 
tion indicating permission to copy the information signal 
only once and second control infomnation indicating oro- 
hlbition of copying the information signal after the infor- 
mation signal is copied once. 

[0013] According to this aspect of the jnvar.r.or, in ine 
case where the first control information is se: in the in- 
formation signal, only one copy is perminea. n me case 
where the second control information is set. copying is 
forbidden. Therefore, for example, when an unauthor- 
ized recording apparatus should write the second infor- 
mation, this is not executed. Even in the case where the 
contents are written in the state that the first control in- 
formation Is set, such an unauthorized action can be 
eliminated easily by setting the above-mentioned se- 
lected conditions. 

[0014] The above object of the present invention can 
be achieved by a recording method of the present in- 
vention. The recording method is one for recording an 
information signal inputted via an input path on the re- 
cording medium according to copy control Infomiation. 
The infomnation signal corresponds to contents which 
are to be protected under copyright. The method in- 
cludes a discriminating step. The discriminating step 
discriminates the type of the scramble system of the in- 
putted infomnation signal and the type of the copy control 
infomnation of the inputted infomnation signal. The meth- 
od also includes a scramble system applying step. The 
scramble system applying step applies a predetermined 
scramble system to the inputted information signal and 
produces a scrambled output when a combination of the 
discriminated type of the scramble system and the dis- 
criminated type of the copy control information coincides 
with that included in a selected condition. In addition, 
the method includes a recording step. The recording 



step records the scrambled output on the recording me- 
dium. Further, the selected condition includes combina- 
tions of a plurality of types of scramble systems appli- 
cable to the infomnation signal and a plurality of types 
of the copy control infomnation to eliminate copying of 
the information signal via an unauthorized path. 
[0015] According to the present invention, the infor- 
mation signal can be recorded onto the recording medi- 
um based on the function similar to that of the present 
Invention described above. Therefore, the information 
signal inputted via an appropriate path is written onto 
the recording medium selectively. Moreover, in the case 
where an unauthorized path is used, the infomnation sig- 
nal cannot be written onto the recording medium so that 
unauthorized copying can be prevented effectively. 
[0016] In one aspect of the present invention, the 
scramble system applying step applies a scramble sys- 
tem different from that of the infomnation signal recorded 
on a prerecorded disc to the inputted infomnation signal 
when the discriminated type of the copy control infomna- 
tion of the inputted infomnation signal coincides with that 
of the inputted infomnation signal recorded on the pre- 
recorded disc and produces the scrambled output. 
[0017] According to this aspect, the scramble system 
different from that of the information signal recorded on 
the prerecorded disc is applied to the information signal 
recorded on the recording medium, so that unauthorized 
copying can be prevented effectively. 
[0018] In another aspect of the present invention, the 
copy control infomnation permits only one copy of the 
infomnation signal. 

[0019] According to this aspect, after the information 
signal is copied once, the scramble system Is changed 
as described above. Therefore, unauthorized copying 
can be prevented effectively. 

[0020] In another aspect of the present invention, the 
recording method further includes a descramble system 
applying step. The descramble system applying step 
applies a predetemnined descramble system to the In- 
putted infomnation signal. In this aspect, the scramble 
system applying step applies the predetemiined scram- 
ble system to the inputted infomnation signal after the 
predetermined descramble system is applied. 
[0021] According to this aspect, It is difficult to make 
unauthorized copies by using an unauthorized record- 
ing apparatus, and thus the effect of the prevention of 
unauthorized copying can be heightened. 
[0022] In another aspect of the present invention, the 
predetemnined descramble system is restricted to a de- 
scramble system corresponding to a scramble system 
which is previously set. 

[0023] According to this aspect, it is difficult to make 
unauthorized copies by using an unauthorized record- 
ing apparatus, and thus the effect of the prevention of 
unauthorized copying can be heightened. 
[0024] In another aspect of the present invention, the 
descramble system applying step applies two types of 
the predetermined descramble systems to two types of 
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the inputted information signals respectively. One type 
of the predetermined descramble system is a scramble 
system of the information signal to which the copy con- 
trol information for permitting only one copy of the infor- 
mation signal outputted from a receiving apparatus is 5 
given. Another type of the predetemnined descramble 
system is a scramble system of the information signal 
outputted when reproduction is executed from a record- 
ing medium to which the copy control information for 
permitting only one copy of the information signal is giv- 
en. 

[0025] According to this aspect, it is difficult to make 
unauthorized copies by using an unauthorized record- 
ing apparatus, and thus the effect of the prevention of 
unauthorized copying can be heightened. 
[0026] In another aspect of the present Invention, the 
scramble system applying step applies only one prede- 
termined scramble system to the Inputted infonnation 
signal. The only one predetermined scramble system is 
a sciambte system which is applied to the case where 
recording information to which copy control infomnation 
for forbidding copies after the infomnatton signal is cop- 
ied once is given is recorded onto the recording medium. 
[0027] According to this aspect, it is difficult to make 
unauthorized copies by using an unauthorized record- 
ing apparatus, and thus the effect of the prevention of 
unauthorized copying can be heightened. 
[0028] The above object of the present invention can 
be achieved by a recording apparatus of the present in- 
vention. The recording apparatus records an infonna- 
tion signal inputted via an input path onto a recording 
medium according to copy control information. The in- 
fo mnation signal con-esponds to contents which are to 
be recorded on the recording medium and includes copy 
control infomnation. Also, the information signal is 
scrambled by means of a predetermined type of scram- 
ble system. The recording apparatus includes a discrim- 
inating device. The discriminating device discriminates 
the type of the scramble system of the inputted infomia- 
tion signal and the type of the copy control information 
of the inputted infomnatton signal. The recording appa- 
ratus also includes a scramble system applying device. 
The scramble system applying device applies a prede- 
termined scramble system to the inputted infomiation 
signal and producing a scrambled output when a com- 
bination of the discriminated type of the scramble sys- 
tem and the discriminated type of the copy control infor- 
mation coincides with that included in a selected condi- 
tion. The recording apparatus further includes a record- 
ing device. The recording device records the scrambled 
output onto the recording medium. In addition, the se- 
lected condition includes combinations of a plurality of 
types of scramble systems applicable to the information 
signal and a plurality of types of the copy control infor- 
mation to eliminate copying of the infonnation signal via 
an unauthorized path. 

[0029] According to the present invention, the infor- 
mation signal can be recorded onto the recording medi- 



um based on the function similar to that of the present 
invention described above. Therefore, the information 
signal inputted via an appropriate path is written onto 
the recording medium selectively. Moreover, in the case 
where an unauthorized path is used, the infonnation sig- 
nal cannot be written onto the recording medium so that 
unauthorized copying can be prevented effectively. 
[0030] In one aspect of the present invention, the 
scramble system applying device applies a scramble 
system different from that of the infonnation signal re- 
corded on a prerecorded disc to the inputted infonnation 
signal when the discriminated type of the copy control 
infonnation of the inputted infonnation signal coincides 
with that of the inputted infomiation signal recorded on 
the prerecorded disc and produces the scrambled out- 
put. 

[0031 ] According to this aspect, the scramble system 
different from that of the information signal recorded on 
the prerecorded disc Is applied to the information signal 
recorded on the recording medium, solhat unauthorized 
copying can be prevented effectively. 
[0032] In another aspect of the present invention, the 
copy control information permits only one copy of the 
information signal corresponding to the contents. 
[0033] According to this aspect, after the inforrraticn 
signal is copied once, the scramble system 's changed 
as described above. Therefore urajthi'^zsi crcy-g 
can be prevented effectively. 

[0034] In another aspect of the present ir.ver.iicr the 
recording apparatus further includes a descramble sys- 
tem applying device. The descramble system applying 
device applies a predetennined descramble system to 
the inputted information signal. The scramble system 
applying device applies the predetermined scramble 
system to the inputted infonnation signal after the pre- 
detemnined descramble system is applied. 
[0035] According to this aspect, it is difficult to make 
unauthorized copies by using an unauthorized record- 
ing apparatus, and thus the effect of the prevention of 
unauthorized copying can be heightened. 
[0036] In another aspect of the present invention, the 
predetennined descramble system is restricted to a de- 
scramble system corresponding to a scramble system 
which is previously set. 

[0037] According to this aspect, it is difficult to make 
unauthorized copies by using an unauthorized record- 
ing apparatus, and thus the effect of the prevention of 
unauthorized copying can be heightened. 
[0038] In another aspect of the present invention, the 
descramble system applying device, applies two types 
of the predetennined descramble systems to two types 
of the inputted infonnation signals respectively. One 
type of the predetennined descramble system is a 
scramble system of the infonnation signal to which the 
copy control Infonnation for pemnitting only one copy of 
the infonnation signal outputted from a receiving appa- 
ratus is given. Another type of the predetemnined de- 
scramble system is a scramble system of the informa- 
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tion signal outputted when reproduction is executed 
from a recording medium to which the copy control in- 
formation for permitting only one copy of the Infonmation 
signal is given. 

[0039] According to this aspect, it is difficult to make s 
unauthorized copies by using an unauthorized record- 
ing apparatus, and thus the effect of the prevention of 
unauthorized copying can be heightened. 
[0040] in another aspect of the present invention, the 
scramble system applying device applies only one pre- io 
detennined scramble system to the inputted infomiation 
signal, and the only one predetemnined scramble sys- 
tem is a scramble system which is applied to the case 
where recording information to which copy control infor- 
mation for forbidding copies after the infonmation signal is 
is copied once. Is given is recorded onto the recording 
medium. 

[0041] According to this aspect, it is difficult to make 
unauthorized copies by using an unauthorized record- 
ing apparatus, and thus the effect of the prevention of 
unauthorized copying can be h-^i^htened. 
[0042] The above object of the present invention can 
be achieved by a reproducing method of the present in- 
vention. The reproducing method is one for reading an 
infomiation signal from a recording medium and repro- 25 
ducing it according to copy control information. The in- 
formation signal corresponds :o conien:s which are pro- 
tected under copyrigit. oei'^c ''ecD^'ce^ on the recording 
medium via an inpui patn. Aiso. ine ir^roanation signal 
includes copy control information. Funher the infomna- 30 
tion signal is scrambled oy means of a redetermined 
type of scramble system. The reproducing metnod in- 
cludes a discriminating step of discriminating the type 
of the scramble system of the read information signal 
and the type of the copy control information of the read 35 
infomiation signal. The reproducing method also in- 
cludes a scramble system applying step. The scramble 
system applying step applies a predetermined scramble 
system to the read infomiation signal and producing a 
scrambled output when a combination of the discrimi- 40 
nated type of the scramble system and the discriminated 
type of the copy control infonnation coincides with that 
included in a selected condition. The reproducing meth- 
od further includes a reproducing step of reproducing 
the scrambled output. In addition, the selected condition ^5 
Includes combinations of a plurality of types of scramble 
systems applicable to the infonnation signal and a plu- 
rality of types of the copy control infonnation to eliminate 
copying of the infonnation signal via an unauthorized in- 
put path. 50 
[0043] According to the present invention, the infor- 
mation signal can be reproduced from the recording me- 
dium based on the function similar to that of the present 
invention described above. Therefore, the infonnation 
signal which is recorded onto the recording medium and 55 
obtained via an appropriate path can be reproduced se- 
lectively. Moreover, in the case of the recording medium 
via an unauthorized path, the information signal cannot 



be reproduced so that unauthorized copying can be pre- 
vented effectively. 

[0044] In one aspect of the present invention, different 
scramble systems are applied to the infonnation signal 
according to the combinations of the scramble systems 
of the infonmation signal recorded on the recording me- 
dium and the copy control information signals. 
[0045] According to this aspect, the infonmation signal 
which is recorded onto the recording medium and ob- 
tained via an appropriate path can be reproduced se- 
lectively. Moreover, in the case of the recording medium 
via an unauthorized path, the infonnation signal cannot 
be reproduced so that unauthorized copying can be pre- 
vented effectively. 

[0046] In another aspect of the present invention, the 
scramble system applied to the infonnation signal when 
reproduction is executed from the recording medium to 
which copy control infomnation for pennltting only one 
copy of the information signal is given, is different from 
a scramble system, which is applied to the information 
signal when the reproduction is executed from the re- 
cording medium onto which the infonnation signal with 
copy control information for forbidding copies after the 
information signal is copied once is recorded. Also, the 
scramble system applied to the information signal when 
reproduction is executed from the recording medium is 
different from the scramble system which is applied to 
the infonnation signal with copy control infonnation for 
permitting only one copy of the infonnation signal out- 
putted from a receiving apparatus. 
[0047] According to this aspect, the infonmation signal 
which is recorded onto the recording medium and ob- 
tained via an appropriate path can be reproduced se- 
lectively. Moreover, in the case of the recording medium 
via an unauthorized path, the Infonnation signal cannot 
be reproduced so that unauthorized copying can be pre- 
vented effectively. 

[0048] The above object of the present invention can 
be achieved by a reproducing apparatus of the present 
invention. The reproducing apparatus reads an informa- 
tion signal from a recording medium and reproduces it 
according to copy control infonnation. The information 
signal corresponds to contents which are protected un- 
der copyright, being recorded on the recording medium 
via an input path. The information signal also includes 
copy control Information. Further, the infonnation signal 
is scrambled by means of a predetermined type of 
scramble system. The reproducing apparatus includes 
a discriminating device. The discriminating device dis- 
criminates the type of the scramble system of the read 
infonmation signal and the type of the copy control infor- 
mation of the read information signal. The reproducing 
apparatus also includes a scramble system applying de- 
vice. The scramble system applying device applies a 
predetemnined scramble system to the read Infonnation 
signal and producing a scrambled output when a com- 
bination of the discriminated type of the scramble sys- 
tem and the discriminated type of the copy control inf or- 
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mation coincides with that included in a selected condi- 
tion. The reproducing apparatus further includes a re- 
producing device. The reproducing device reproduces 
the scrambled output. In addition, the selected condition 
includes combinations of a plurality of types of scramble s 
systems applicable to the infomaation signal and a plu- 
rality of types of the copy control infoniriation to eliminate 
copying of the infomnation signal via an unauthorized in- 
put path. 

[0049] According to the present invention, the infor- 
mation signal can be reproduced from the recording me- 
dium based on the function similar to that of the present 
invention described above. Therefore, the infomriation 
signal which is recorded onto the recording medium and 
obtained via an appropriate path can be reproduced se- 
lectively. Moreover, in the case of the recording medium 
via an unauthorized path, the Information signal cannot 
be reproduced so that unauthorized copying can be pre- 
vented effectively. 

[0050] In one aspect of the present invention, different 
scramble systems are applied to the infonnation signal 
according to the combinations of the scramble systems 
of the information signal recorded on the recording me- 
dium and the copy control information signals. 
[0051 ] According to this aspect, the information signal 
which is recorded onto the recording medium and ob- 
tained via an appropriate path can be reproduced se- 
lectively. Moreover, in the case of the recording medium 
via an unauthorized path, the infomnation signal cannot 
be reproduced so that unauthorized copying can be pre- 
vented effectively. 

[0052] In another aspect of the present invention, the 
scramble system applied to the information signal when 
reproduction Is executed from the recording medium to 
which copy control infonmation for permitting only one 
copy of the infomiation signal is given, is different from 
a scramble system, which is applied to the infomiation 
signal when the reproduction is executed from the re- 
cording medium onto which the information signal with 
copy control infomiation for forbidding copies after the 
information signal is copied once is recorded. The 
scramble system applied to the infonnation signal when 
reproduction is executed from the recording medium is 
also different from the scramble system, which is ap- 
plied to the tnf omnation signal with copy control inf omna- 
tlon for penmltting only one copy of the Inf omnatlon signal 
outputted from a receiving apparatus. 
[0053] According to this aspect, the information signal 
which is recorded onto the recording medium and ob- 
tained via an appropriate path can be reproduced se- 
lectively. Moreover, in the case of the recording medium 
via an unauthorized path, the infomiation signal cannot 
be reproduced so that unauthorized copying can be pre- 
vented effectively. 

[0054] The above object of the present invention can 
be achieved by a reproducing method of the present in- 
vention. The reproducing method Is one for reading an 
infonnation signal from a recording medium and repro- 



ducing it according to copy control information. The in- 
formation signal corresponds to contents which are pro- 
tected under copyright and is recorded on the recording 
medium via an Input path. The information signal fgrther 
includes copy control infonnation and is scrambled by 
means of a predetemnined type of scramble system. The 
reproducing method includes a discriminating step. The 
discriminating step discriminates the type of the scram- 
ble system of the read information signal and the type 
of the copy control infonnation of the read infonnation 
signal. The reproducing method also includes a fort^id- 
ding reproducing step. The foriDidding reproducing step 
forbids reproducing the read infonnation signal when a 
corhblnatlon of the discriminated type of the scramble 
system and the discriminated type of the copy control 
information does not coincide with that included in a se- 
lected condition. The selected condition Includes com- 
binations of a plurality of types of scramble systems ap- 
plicable to the infonnation signal and a plurality of types 
of the copy control information to eliminate copying of 
the information signal via an unauthorized input path. 
[0055] According to the present invention, the infor- 
mation signal which is recorded onto the recording me- 
dium and obtained via an appropriate path can be re- 
produced selectively. Moreover in the case of the re- 
cording medium via an unauthorized path, the informa- 
tion sig-ial ra--:: be -ep'oduced so that unauthorized 
copying can be prevemec effectively. 
[0056] !r era sspect s? t^e present invention, different 
scramble systems are applied to the infonnation signal 
according to combinations of the scramble systems of 
infonnation signal recorded onto the recording medium 
and the copy control information signals. 
[0057] According to the present invention, the infor- 
mation signal which is recorded onto the recording me- 
dium and obtained via an appropriate path can be re- 
produced selectively. Moreover, in the case of the re- 
cording medium via an unauthorized path, the infonna- 
tion signal cannot be reproduced so that unauthorized 
copying can be prevented effectively. 
[0058] In another aspect of the present Invention, the 
scramble system applied to the infonnation signal when 
reproduction is executed from the recording medium to 
which copy control information for permitting only one 
copy of the information signal is given, Is different from 
a scramble system, which is applied to the Information 
signal when the reproduction is executed from the re- 
cording medium onto which the information signal with 
copy control information for forisidding copies after the 
infonnation signal is copied once is recorded. The 
scramble system applied to the infonnation signal when 
reproduction is executed from the recording medium is 
also different from the scramble system, which Is ap- 
plied to the infonnation signal with copy control informa- 
tion for pennifling only one copy of the infonnation signal 
outputted from a receiving apparatus. 
[0059] According to the present invention, the infor- 
mation signal which is recorded onto the recording me- 
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dium and obtained via an appropriate path can be re- 
produced selectively. Moreover, In the case of the re- 
cording nnedium via an unauthorized path, the informa- 
tion signal cannot be reproduced so that unauthorized 
copying can be prevented effectively. 
[0060] The above object of the present invention can 
be achieved by a reproducing apparatus of the present 
invention. The reproducing apparatus reads an infomna- 
tion signal from a recording medium and reproducing it 
according to copy control infomnation. The infonmation 
signal corresponds to contents which are protected un- 
der copyright and is recorded on the recording medium 
via an input path. The Information signal also includes 
copy control infonmation and is scrambled by means of 
a predetermined type of scramble system. The repro- 
ducing apparatus includes a discriminating device. The 
discriminating device discriminates the type of the 
scramble system of the read infomnation signal and the 
type of the copy control information of the read infonma- 
tion signal. The reproducing apparatus also includes a 
forbidding reproducing d^^v^ce. The fori^idding reproduc- 
ing device forbids reproducing the read information sig- 
nal when a combination of the discriminated type of the 
scramble system and the discriminated type of the copy 
control infomnation does not coincide with that included 
in a selected condition. The selected condition includes 
combinations of a plurality of types of scramble systems 
applicable to the information signal and a plurality of 
types of the copy control information to eliminate copy- 
ing of the information signal via an unauthorized input 
path. 

[0061] According to the present invention, the infor- 
mation signal which is recorded onto the recording me- 
dium and obtained via an appropriate path can be re- 
produced selectively. Moreover, in the case of the re- 
cording medium via an unauthorized path, the infomna- 
tion signal cannot be reproduced so that unauthorized 
copying can be prevented effectively. 
[0062] In one aspect of the present invention, different 
scramble systems are applied to the information signal 
according to combinations of the scramble systems of 
Information signal recorded onto the recording medium 
and the copy control information signals. 
[0063] According to the present invention, the infor- 
mation signal which is recorded onto the recording me- 
dium and obtained via an appropriate path can be re- 
produced selectively. Moreover, in the case of the re- 
cording medium via an unauthorized path, the infomia- 
tion signal cannot be reproduced so that unauthorized 
copying can be prevented effectively. 
[0064] In another aspect of the present invention, the 
scramble system applied to the infomnation signal when 
reproduction is executed from the recording medium to 
which copy control information for penmitting only one 
copy of the information signal is given, is different from 
a scramble system, which is applied to the infonmation 
signal when the reproduction is executed from the re- 
cording medium onto which the information signal with • 



copy control information for forbidding copies after the 
information signal is copied once is recorded. The 
scramble system applied to the infomnation signal when 
reproduction is executed from the recording medium is 
5 also different from the scramble system, which is ap- 
plied to the infonmation signal with copy control infomna- 
tion for pemnitting only one copy of the information signal 
outputted from a receiving apparatus. 
[0065] In the Drawings: 

10 

FIG. 1 is a block diagram showing a system struc- 
ture for explaining the present invention; 
FIG. 2 is a diagram showing a corresponding rela- 
tionship between an input and an output of a record- 
is ing apparatus according to an embodiment of the 
present invention; 

FIG. 3 is a diagram showing a corresponding rela- 
tionship between an input and an output of a repro- 
duction apparatus according to the present embod- 
20 iment; 

FIG. 4 is a block diagram showing a schematic 
structure of the recording apparatus according to 
the present embodiment: 

FIG. 5 is a flow chart showing a recording operation 
25 in the recording apparatus according to the present 
embodiment; 

FIG. 6 is a block diagram showing a schematic 

structure of the reorc&jcvcr- accs^'aius according 
to the present embodiment; ana 
30 FIG. 7 is a flow chart showing a reproduction oper- 
ation in the reproduction apparatus according to the 
present embodiment. 

[0066] There will be explained below a prefen-ed em- 
35 bodiment of the present invention with reference to the 
drawings. The present embodirnent explains the case 
where the present invention is applied to a recording ap- 
paratus for performing a recording operation and a re- 
production apparatus for performing a reproduction op- 
^0 eration on a disc on which information signals corre- 
sponding to various contents are recorded. 
[0067] At first, an outline of the present invention will 
be explained with reference to FIGS. 1 to 3. FIG. 1 is a 
block diagram showing a system structure for explaining 
^5 the present Invention. FIG. 1 shows a receiving appara- 
tus 1 , a recording apparatus 2, a reproduction apparatus 
3 and a recording apparatus 4 of the present invention, 
unauthorized recording apparatuses 5 and 7 and an un- 
authorized reproduction apparatus 6 which are convert- 
50 ed for unauthorized copying or the like, discs 71 to 73 
on which digital signals corresponding to contents can 
be written, and a prerecorded disc 74 on which contents 
are previously recorded and whbh is supplied from a 
dealer or the like. 
55 [0066] The present embodiment adopts a plurality of 
scramble systems which are applicable to digital signals 
corresponding to contents. Namely, five systems A, B. 
C. D and E are assumed, and the systems A through E 
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are selectively used in respective equipments as men- 
tioned later so that digital signals are scrambled or de- 
scrambled appropriately. Here, the scramble means 
that a digital signal is encrypted, and the descramble 
means that the scrambled digital signal is decrypted. 5 
Moreover, in the discs 71 through 73 and the prerecord- 
ed disc 74, the above-mentioned copy control infonma- 
tion (CCI) is recorded in predetermined recording re- 
gions according to an electronic watermark technique. 
Further, similarly copy control information is given also io 
to digital signals which are transmitted between the 
equipments. 

[0069] As the above plural scranfible systems, plural 
systems in which algorithms are different from one an- 
other may be prepared. In addition, a plurality of keys '5 
which are used for scramble may be set. The former 
case can heighten an effect of unauthorized copy pre- 
vention, but the latter case can simplify the system struc- 
ture. 

[0070] The copy control information includes a code 
which permits only one copy of contents (Copy Once), 
a code which forbids a copy of contents (Never Copy), 
a code which penmits free copies of contents (Copy 
Free), a code which forbids copies after one copy of con- 
tents (No More Copy) and the like. In the case cf Copy 25 
Free, it is assumed that the copy control infonnaticn is 
not given. 

[0071] At first, there will be explained below a regular 
recording/reproduction operation by means of the re- 
cording apparatuses 2 and 4 and the reproduction ap- 30 
paratus 3 in the system structure shown in FIG. 1 . In the 
structure shown in FIG. 1 , the receiving apparatus 1 has 
a function as a set top box for receiving a transmission 
signal transmitted from the outside by means of a radio 
wave and demodulating a digital signal corresponding 35 
to contents to output it to the outside. Here, the digital 
signal outputted from the receiving apparatus 1 is 
scrambled according to the above system C and "Copy 
Once" as the copy control infonmation is set to the digital 
signal. 40 
[0072] The recording apparatuses 2 and 4 shown in 
FIG. 1 select one of the systems C and E and descram- 
ble a digital input signal according to the scramble sys- 
tem of the digital input signal. When the selected system 
coincides with a predetermined selected condition, the 
descrambled digital signal is scrambled by the system 
B. Then, a digital signal whose copy control information 
is updated is written into a loaded disc. The concrete 
structures and operations of the recording apparatuses 
2 and 4 will be mentioned later. so 
[0073] I n addition, the reproduction apparatus 3 reads 
the digital signal recorded on the attached disc and dis- 
criminates the scramble system and the copy control in- 
formation so as to control the permission/f orbiddance of 
reproduction. When the reproduction is pemiitted, the 55 
system A or B is selected and the digital signal is de- 
scrambled, and the system D or E is selected according 
to the predetermined selected condition so that the dig- 



ital signal is scrambled and is outputted to the outside. 
The concrete structure and operation of the reproduc- 
tion apparatus 3 will be also described later. 
[0074] In the stmcture shown in FIG. 1 . when a digital 
signal, to which "Copy Once" is given as the copy control 
infomnation and which is scrambled by the system C, is 
outputted from the receiving apparatus 1 , the digital sig- 
nal is inputted Into the recording apparatus 2 via a path 
A 1 . Thereafter, the digital signal, which is descrambled 
according to the system C and which is scrambled by 
the system B in the recording apparatus 2, is recorded 
in the disc 71 . At this time, the copy control information 
is updated to "No More Copy" so as to be given to the 
digital signal, and this copy control infomiation is written 
as electronic watermark in the disc 71 . At this time, the 
updating Is nomnally executed by additional writing of 
another electronic watemiark. 
[0075] Meanwhile, the digital signal outputted from 
the receiving apparatus 1 can be inputted into the un- 
authorized recording apparatus 5 via the path A2. This 
unauthorized recording apparatus 5 has basically com- 
mon structure and operation with those of the recording 
apparatus 2, but copy control information is unauthoriz- 
edly given to a digital signal. Namely, the unauthorized 
recording apparatus 5 is converted so that digital infor- 
mation whose copy control information is set as "Copy 
Ones" is recorded in the disc 72 without updating the 
copy control information into "No More Copy". Since the 
unauthorized recording apparatus 5 only has a scram- 
ble circuit of the system B, a digital signal to whk:h the 
copy control information "Copy Once" Is given is record- 
ed in the disc 72 with scrambling the digital signal by 
means of the system B or without scrambling it. 
[0076] Next, the prerecorded disc 73 by way of a path 
C1 , the appropriate disc 71 by way of a path B 1 and the 
unauthorized disc 72 by way of a path D 1 can be at- 
tached to the reproduction apparatus 3. The discs 71 , 
72 and 73 are of the same type physically, and they are 
not distinguished in physical fomiat. FIG. 2 shows a cor- 
responding relationship between digital input signals 
read from the respective discs and digital output signals 
outputted to the outside in the reproduction apparatus 
3. As shown in FIG. 2, the scramble systems which are 
used for the pe mi Ission/f orbiddance of the reproduction 
of the digital output signals and for the reproduction are 
defined based on selected conditions obtained by com- 
bining the copy control infomriatlon and the scramble 
systems of the digital input signals. 
[0077] In FIG. 2, the condition which pemnits the re- 
production in the reproduction apparatus 3 includes two 
cases based on the combinations of the copy control 
inf omnation and the scramble systems of the digital input 
signals. The first one is the case where a digital input 
signal satisfies the conditions of "Copy Once" and the 
system A, and this corresponds to the prerecorded disc 
74 via the path C1 . The second one is the case where 
a digital input signal satisfies the conditions of "No More 
Copy" and the system B, and this corresponds to the 



35 



40 



45 



50 



8 



15 



EP1 154 426 A2 



16 



disc 71 via the path A1 and the path B1 where the re- 
cording was executed in the recording apparatus 2. 
Moreover, the scramble systems of the respective digital 
output signals are set as the system E in the first case, 
and set as the system D in the second case. s 
[0078] On the contrary, a digital input signal scram- 
bled by the system B in which the copy control infomna- 
tion Is "Copy Once" is prohibited to be reproduced. This 
corresponds to the unauthorized disc 72 via the path A2 
and path D2 on which the recording is executed by the 
unauthorized recording apparatus 5. In such a manner, 
it is found that reproduction from an unauthorized copy 
disc can be prevented effectively according to the se- 
lected conditions shown in FIG. 2. 
[0079] Meanwhile, in FIG. 1 , the disc 71 on which the 
recording is executed by the recording apparatus 2 can 
be loaded to the unauthorized reproduction apparatus 
6 via the path 82. This unauthorized reproduction appa- 
ratus 6 basically has the same structure and operation 
as those of the reproduction apparatus 3, but the copy 
control infomiation of a digital signal is discriminated un- 
authorizedly. Namely, the selected condition 2 of Fig. 2 
are converted so that although the copy control infomna- 
tion "Copy Once" corresponds to the reproduction for- 
biddance, when the unauthorized disc 72 on which the 
recording is executed via the path D2 by the unauthor- 
ized recording apparatus 5 is loaded, the copy control 
information "Copy Once" is discriminated as "No More 
Copy". Therefore, at the time of the condition where the 
reproduction is originally forbidden, a digital signal is 
scrambled by the system D so that the digital signal to 
which the copy control information "Copy Once" is given 
is outputted to the outside. 

[0080] Next, a digital signal from the receiving appa- 
ratus 1 via the path A3, a digital output signal from the 
reproduction apparatus 3 via the path El and a digital 
output signal from the unauthorized reproduction appa- 
ratus 6 via the path F1 can be inputted into the recording 
apparatus 4. FIG. 3 shows a corresponding relationship 
between the digital input signal outputted from the out- 
side in the recording apparatus 4 and the digital output 
signal recorded on the disc 73. In FIG. 3 similarly to the 
case of FIG. 2, the predetemnined selected conditions 
are shown, and the scramble systems which are used 
for the pennlssion/forbiddance of the recording and the 
recording onto the disc 73 are defined. 
[0081 ] In FIG, 3, as the condition that the recording in 
the recording apparatus 4 is penmitted, there are two 
cases based on combinations of the copy control infor- 
mation and the scramble systems of a digital input sig- 
nal. The first one is that a digital input signal satisfies 
the conditions of "Copy Once" and the system C, and 
this corresponds to the digital signal from the receiving 
apparatus 1 via the path A3. The second one is that a 
digital input signal satisfies the conditions of "Copy 
Once" and the system E, and this corresponds to the 
■prerecorded disc 74 via the path CI and the path El. 
Moreover, the scramble system of a digital output signal 



recorded on the disc 73 is set as the system B, and the 
copy control information "Copy Once" is updated to "No 
More Copy". 

[0082] On the contrary, as the condition that the re- 
cording in the recording apparatus 4 is forbidden, there 
is a case of a digital input signal which is scrambled by 
the system D and whose copy control information is "No 
More Copy", and a case of a digital input signal which 
is scrambled by the system D and whose copy control 
infonmation is "Copy Once". The fonmer one is a digital 
signal which is inputted via the path 81 and the path El 
in such a manner that the copy control infomiation is 
updated to "No More Copy" as a result of one copy in 
the recording apparatus 2. The latter one is a digital sig- 
nal which is inputted via the path F1 in such a manner 
that the unauthorized disc 72 where the recording is ex- 
ecuted in the unauthorized recording apparatus 5 Is re- 
produced by the unauthorized reproduction apparatus 
6 via the path D2. In such a manner, it is found that the 
recording on a reproduced unauthorized copy disc can 
be prevented effectively by the selected conditions 
shown n FIG. 3. 

[0083] Next, a digital signal from the receiving appa- 
ratus 1 via the path A4, a digital output signal from the 
reproduction apparatus 3 via the path E2 and a digital 
output signal from the unauthorizedly reproduction ap- 
paratus 6 via the path F2 can be inputted into the unau- 
thorized receding apparatus 7. Similarly to the unau- 
inorized recording apparatus 5, this unauthorized re- 
cording aoparatus 7 basically has the same structure 
and operation as those of the regular recording appara- 
tus 2. but the copy control information is given to a digital 
signal unauthorizedly. Therefore, the unauthorized re- 
cording apparatus 7 also has the predetemnined select- 
ed conditions similarly to FIG. 3, and the scramble sys- 
tems which are used for the pemnission/forbiddance of 
the recording on the disc 75 and for the recording are 
defined. 

[0084] Namely, as the condition that the recording by 

the unauthorized recording apparatus 7 is penmitted, 
there are two cases based on combinations of the copy 
control information and the scramble systems. The first 
one is the case where a digital input signal satisfies the 
conditions of "Copy Once" and the system C, and this 
con^esponds to the digital signal from the receiving ap- 
paratus 1 via the path A4. The second one is the case 
where a digital input signal satisfies the conditions of 
"Copy Once" and the system E, and this corresponds to 
the prerecorded disc 74 via the path 02 and the path 
F2. Here, the scramble system of a digital output signal 
to be recorded on the disc 75 is set as the system B, but 
since this apparatus is an unauthorized recording appa- 
ratus, the copy control infomiation "Copy Once" is not 
updated. 

[0085] On the contrary, as the condition that the re- 
cording by the unauthorized recording apparatus 7 is 
forbidden, there are a case of a digital input signal 
whose copy control infomiation is "No More Copy" and 
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which is scrambled by the system D, and a case of a 
digital input signal whose copy control information is 
"Copy Once" and which is scrambled by the system D. 
The first one is a digital signal which is inputted via the 
path B1 and the path E2 in such a manner that the copy s 
control infomiation is updated to "No More Copy" as a 
result of one copy In the recording apparatus 2. The lat- 
ter one is a digital signal which is inputted via the path 
F2 In such a manner that the unauthorized disc 72 on 
which the recording is executed by the unauthorized re- io 
cording apparatus 5 is reproduced by the unauthorized 
reproduction apparatus 6 via the path D2. In such a 
manner, since when the scramble according to the sys- 
tem D is executed, the recording is forbidden by the pre- 
detemiined selected conditions shown in FIG. 3 regard- '5 
less of the copy control information, it is found that the 
recording on a reproduced unauthorized copy disc can 
be prevented effectively even by the unauthorized re- 
cording apparatus 7. 

[0086] In addition, even in the case where the unau- 20 
thorized recording apparat js 7 is converted so as to ig- 
nore the recording forbiddance condition and execute 
recording, since the recording apparatus 2 and 4 before 
the conversion do not have a descramble circuit which 
copes with the system D the unauthorized recording ap- 25 
paratus 7 also cannot execute descramble of the system 
D. and ^^*>s '9c:'d=-g *s executed directly, reproduction 
is impossible. 

[0087] In the crssent sribodiment^ an explanation will 
be given in the case where the five scramble systems 
A through E are assumed, but the present invention is 
not limited to this, and combinations of scramble sys- 
tems can be determined properly as long as these sys- 
tems fads within a range that copying of a digital signal 
via an unauthorized path can be prevented. For exam- 
ple, when a scramble system of a digital output signal 
of a reproduction apparatus is set to be identical to a 
scramble system recorded on a disc, the system D may 
be the same as the system B, or the system E may be 
the same as the system A. Moreover, the system D is 
used for the state that the system B is given so that dou- 
ble scramble may be executed. Similarly, the system E 
Is used for the state that the system A is gh/en so that 
double scramble may be executed. 
[0088] However, when the system D Is completely the 
same as the system B, in the case where the unauthor- 
ized recording apparatus is converted as mentioned 
above, there is a danger that reproduction is executed 
from an unauthorized disc on which the recording is ex- 
ecuted in the system D. This is applied to the case where 
the system E Is the same as the system A. In this case, 
a scramble key should be changed or keys should be 
subject to different encryption processings at the time 
of recording and transmission to a disc. 
[0089] Next. Fig. 4 is a block diagram showing a sche- 
matic structure of the recording apparatus 2 according 
to the present embodiment. The recording apparatus 4 
has the same structure as that of the recording appara- 



tus 2. The recording apparatus 2 shown in FIG. 4 is com- 
posed of a pickup 1 1 , a spindle motor 1 2. a servo control 
section 13. an LD driver 14. a signal processing circuit 
15, a scramble circuit 16, a CCI insertion section 17. an 
MPEG encoder 18, an A/D converter 19. a descramble 
circuit 20, a communication interface 21 , a watemiark 
detection section 22 and a system control section 23. 
As mentioned above, updating of copy control informa- 
tion by means of a u^temnark is executed by additionally 
inserting a watermark for updating. 
[0090] In the above structure, as a disc 1 00 loaded to 
the recording apparatus 2, for example, a DVD as an 
infomnation recording medium which is capable of re- 
cording an information signal is used. When the disc 1 00 
is loaded to the recording apparatus 2, while a constant 
linear velocity is maintained by the servo control section 
13, the disc 100 is driven to be rotated by the spindle 
motor 1 2. A laser beam Is emitted onto the disc 1 00 from 
the pickup 11, and a predetermined infonnation signal 
is written thereinto. The infonnation signal to be written 
into the disc 100 is generated based on an analog input 
signal or a digital input signal inputted from the outside 
in the following manner. 

[0091] At first, a digital input signal inputted from an 
external equipment is inputted into the descramble cir- 
cuit 20 via the communfcation interface 21 . The com- 
munication interface 21 performs a p redetemn in ed com- 
munication interface operation with an externally con- 
nected equipment according to the specification of IEEE 
1394. The descramble circuit 20 in the recording appa- 
ratus 2 includes the descramble circuits which cope with 
the two systems C and E, and the system C or the sys- 
tem E is selected so as to conform to the digital input 
signal and descramble the digital input signal. 
[0092] Meanwhile, an analog input signal inputted 
from an external equipment is sampled by the A/D con- 
verter 1 9 so as to be converted Into a digital signal. The 
digital signal outputted from the A/D converter 19 is 
compressed by the MPEG encoder 18 based on the 
MPEG (Moving Picture Experts Group) system. 
[0093] Next, an output signal from the descramble cir- 
cuit 20 or the MPEG encoder 1 8 is inputted Into the wa- 
termari< detection section 22 and the CCI insertion sec- 
tion *1 7. The watemiark detection section 22 detects a 
watemnark Included in a digital input signal, namely, data 
embedded as an electronic watermark. In the case of 
the present embodiment, the watermark detection sec- 
tion 22 extracts the copy control infomnation from the 
detected watermark and can determine whether or not 
the recording of the digital input signal onto the disc 1 00 
is permitted. 

[0094] Meanwhile, the CCI insertion section 17 in- 
serts the watermark whose copy control information is 
updated based on the detected result of the watermark 
detection section 22 into a digital signal to be recorded 
onto the disc 1 00. For example, this corresponds to the 
processing that in the case where the original copy con- 
trol infonnation of the digital input signal is "Copy Once", 
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this is updated to "No More Copy" and copying thereaf- 
ter is forbidden. 

[0095] An output signal from the CCI insertion section 
1 7 is inputted into the scramble circuit 1 6. The scramble 
circuit 1 6 in the recording apparatus 2 includes only the 
scramble circuit of the system B. The scramble circuit 
1 6 outputs a digital signal which is scrambled by the sys- 
tem B at the time of the condition that the recording is 
not forbidden as shown in FIG. 2. 
[0096] After an output signal from the scramble circuit 
16 is inputted into the signal processing circuit 15 and 
is subject to a signal processing such as an error cor- 
rection processing, it is outputted into the LD driver 14. 
The LD driver 14 supplies a driving signal, which con-e- 
sponds to a digital signal to be recorded, to a semicon- 
ductor laser of the pickup 11. Asaresult, recording data, 
which correspond to the digital Input signal and which 
are scrambled by the system B, are written into the load- 
ed disc 100. 

[0097] In FIG . 4, the system control section 23 is con- 
nected to the respective components of the recording 
apparatus 2 via a bus, and sends a control signal so as 
to control the whole operation. The system control sec- 
tion 23 reads and executes a control program for con- 
trolling the recording operation on the disc 100 from a 
storage device (not shown) such as ROM. 
[0098] Next, with reference to a flowchart in FIG. 5, 
there will be explained beicw ^^-e recc":"^5 operation in 
the recording apparatus 2 in FiG. 4. Ai first, a mutual 
authentication processing is executed ^or the externally 
connected equipment sucn as ire receiving apparatus 
1 so that the scramble system which is set for a digital 
input signal is discriminated (step S1). At this time, in 
the case where a key of the scramble is required, key 
data are obtained. The copy control infonnation (CCI) 
which is set in a digital input signal is discriminated 
based on the detected result by means of the watemnark 
detection section 22 (Step S2). 
[0099] Next, a detenmination is made based on the 
detemnined result at step S1 as to whether or not the 
digital input signal is scrambled (step S3). When the de- 
temiined result at step S3 is "NO", a detenmination is 
made based on the detected result of the watermark de- 
tection section 22 as to whether or not the copy control 
InfomDation is "Copy Free" (CF) (step 34). Namely, since 
the digital input signal of "Copy Free" is not scrambled, 
this detenninalion is for excluding cases other than 
"Copy Free". When the detennined result at step 34 is 
"YES", the sequence goes to step S8 in order to start 
the recording operation immediately. Meanwhile, when 
the determined result at step 34 is "NO", the processing 
In FIG. 5 is ended without starting the recording opera- 
tion. 

[0100] Next, when the determined result at step S3 is 
"YES", a determination is made as to whether or not the 
scramble is executed by the system C based on the de- 
termined result at step S2 (step S5). Similarly, when the 
determined result at step 35 is "NO", a detemiination is 



made as to whether or not the scramble is executed by 
the system E (step 36). When both the detennined re- 
sult at steps 35 and 36 are "NO", the digital input signal 
is not subject to the processing after step 6, and the 

s processing in FiG. 5 is ended. 

[0101] Next, when the detennined results at steps S5 
* and 36 are "YES", namely, the digital input signal is 
scrambled by the system C or the system E, a detenmi- 
nation is made as to whether or not the copy control in- 

10 formation is "Copy Once" (CO) (step S7). Namely, a de- 
termination is made as to that, as shown in FIG. 3, the 
condition which permits the recording Is that the scram- 
ble is done by means of the system C and the system 
E and the copy control infonnation is set as "Copy 

15 Once". When the detennined result at step 87 is "YES", 
the sequence goes to step SB in order to start the re- 
cording operation. Meanwhile, when the determined re- 
sult at step 37 is "NO", since the copy control informa- 
tion Is set as "No More Copy", that means the recording 

20 onto the disc 1 00 is forbidden, the processing in FIG. 5 
is ended. In the case where the selected conditions 
shown in FIG. 2 includes the recording forbidden, the 
sequence does not got to step SB, and the recording 
onto the disc 1 00 is not executed. 

25 [0102] Meanwhile, the recording operation on the disc 
100 is started at step 38. Namely, the digital input signal 
is scrambled according to the determined result at step 
31 and Is scrambled fixedly by the system B, and simul- 
taneously the digital signal to be recorded is written onto 

30 the disc 1 00. Here, in the case where the copy control 
infonnation of the digital input signal was originally set 
as "Copy Once", the copy control informatton is changed 
into *No More Copy" so that it is inserted as a watermari< 
as mentioned above. 

35 [0103] Thereafter, a determination is made as to 
whether or not the recording apparatus 2 receives a re- 
cording end instruction from an operator. When the de- 
termined result at step 39 is "NO", the sequence returns 
to step 31 so that the same processing is repeated. 

40 When the detennined result at step 39 is "YES", the re- 
cording operation is ended (step 310) so that the 
processing In FIG. 5 is ended. 
[0104] Next, FIG. 6 is a block diagram showing a 
schematic structure of the reproduction apparatus 3 ac- 

45 cording to the present embodiment. The reproduction 
apparatus 3 shown in FIG. 6 is composed of a pickup 
31 , a spindle motor 32, a servo control section 33, an 
RF amplifier 34, a signal processing circuit 35, a de- 
scramble circuit 36, an MPEG decoder 37, a D/A con- 
so verter 38, a scramble circuit 39, a communication inter- 
face 40, a watennaric detection section 41 and a system 
control section 42. 

[01 05] In the above structure, as the disc 1 00 loaded 
to the reproduction apparatus 3, a disc onto which a dig- 
55 ital signal corresponding to various contents or the like 
is recorded '^accord I ng to a DVD format is used. When 
the disc 100 is loaded to the reproduction apparatus 3, 
white a constant'iinear velocity is maintained by the ser- 
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vo control section 33, the disc 1 00 is driven to be rotated 
by the spindle motor 32. A laser beam is emitted onto' 
the disc 1 00 from the pickup 31 , and an RF signal is 
generated based on its reflected light. After the RF sig- 
nal outputted from the pickup 31 is inputted into the RF 
amplifier 34 so as to be amplified to a predetermined 
level, the amplified signal is subject to various signal 
processings such as an error correction processing in 
the signal processing circuit 35. 
[0106] The digital signal outputted from the signal 
processing circuit 35 is inputted into the descramble cir- 
cuit 36. The descramble circuit 36 in the reproduction 
apparatus 3 includes descramble circuits which cope 
with the two systems A and B. and selects the system 
A or the system B so as to confonm to the digital signal 
so as to descramble the digital signal. 
[0107] The output signal from the descramble circuit 
36 is inputted Into the scramble circuit 39, the MPEG 
decoder 37 and the watermark detection circuit 41 . The 
descramble circuit 39 in the reproduction apparatus 3 
includes scramble circuits which confomri to the two sys- 
tems D and E. As shown in FIG. 3, the scramble circuit 
39 outputs a digital signal whk^h was scrambled by the 
system D or the system E at the time of the condition 
that the reproduction is pemriitted. The digital signal out- 
putted from the scramble circuit 39 is externally output- 
ted V a the communication interface 40. Similarly to the 
communication interface 21 of the recording apparatus 
2. the communication interface 40 performs a predeter- 
mined communication interface operation according to 
the specification of IEEE 1394. for example. 
[0108] Similarly, when the output signal from the de- 
scramble circuit 36 is inputted into the MPEG decoder 
37, after the output signal is subject to an expansion 
processing based on the above MPEG system, it is con- 
verted into an analog signal by the D/A converter 38 so 
as to be externally outputted. Moreover, similarly to the 
above watemnark detection section 22, the watemiark 
detection section 41 detects data embedded as an elec- 
tronic watermark in order to extract the copy control in- 
fomiation or the like. 

[0109] In FIG. 6, the system control section 43 is con- 
nected to the respective components of the reproduc- 
tion apparatus 3 via a bus, and sends a control signal 
so as to control the whole operation. The system control 
section 43 reads a control program for controlling the 
reproduction operation on the disc 100 from a storage 
device (not shown) such as BOM so as to execute the 
control program. 

[0110] Next, with reference to a flowchart of FIG. 7, 
there will be explained below the reproduction operation 
in the reproduction apparatus 3 of FIG. 6. As shown in 
FIG. 7, the reproduction operation on the disc 1 00 at- 
tached to the reproduction apparatus 3 Is started (step 
S11 ). The scramble system which is set for the disc 1 00 
is discriminated (step SI 2). When a key is required for 
'the scramble, key data are simultaneously obtained. 
Thereafter, the copy control information which is set for 



the read digital signal is discriminated based on the de- 
tected result by the watermark detection section 41 
(step SI 3). 

[0111] Next, a detemiination is made as to whether 
5 or not the digital signal is scrambled based on the dis- 
criminated result at step 313 (Step 814), and when the 
detenmined result is "NO", similarly to the step S4, a de- 
termination is made as to whether or not the copy control 
infomnation is "Copy Free" (CF) based on the detected 
10 result by the watenmark detection section 41 (step SI 5). 
When the detemiined result at step 815 is "YES", the 
sequence goes to step 821. Meanwhile, when the de- 
tenmined result at step SI 5 is "NO", the reproduction 
from the disc 1 00 is stopped (step s20), and the process- 
's ing In FIG. 7 is ended. 

[0112] Next, when the detenmined result at step S14 
is "YES", a detemninatlon Is made as to whether or not 
the digital signal is scrambled by the system A based 
on the discriminated result at step SI 3 (step SI 6). Sim- 
20 iiarly, when the determined result at step 81 6 is "NO", a 
detemninatlon is made as to whether or not the digital 
signal is scrambled by the system B (step 817). When 
both the determined results at steps 816 and 817 are 
"NO", the digital signal is not subject to the processing 
25 after the step 1 7, and the reproduction from the disc 1 00 
is stopped (step 820) so that the processing in FIG. 7 is 
ended. 

[0113] Next, when the detemnined result at step 816 
is "YES", namely, the digital signal is scrambled by the 

30 system A, a detemninatlon Is made as to whether or not 
the copy control infonmation is "Copy Once" (CO) based 
on the detected result by the watemnark detection sec- 
tion 41 (step 818). Namely, the determination is made 
as to the case where the first condition whbh permits 

3S the reproduction is that the scramble is done by means 
of the system A as shown in FIG. 2 and the copy control 
infonnation is set as "Copy Once". When the detemnined 
result at step 818 is "YES", the sequence goes to step 
821 . Meanwhile, when the detemiined result at step 

40 81 8 is "NO", since the reproduction is not pemnitted, the 
reproduction from the disc 100 Is stopped (step 820), 
and the processing in FIG. 7 is ended. 
[0114] In addition, when the detemiined result at step 
817 is "YES", namely, when the digital signal is scram- 

45 bled by the system B, a detemnined is made as to wheth- 
er or not the copy control information Is" No More Copy" 
(NMC) based on the detected result by the watermark 
detection section 41 (step 819). Namely, as shown in 
FIG. 2, the detemninatlon is made as to the case where 

50 the second condition which permits the reproduction is 
that the scramble is done by means of the system B and 
the copy control information is set as "No More Copy". 
When the determined result at step 819 is "YES", the 
sequence goes to step 821 . Meanwhile, when the de- 

55 termlned result at step 817 or step 819 is "NO", since 
the reproduction is not permitted, the reproduction from 
the disc 100 is stopped (step S20), and the processing 
in FIG. 7 is ended. 
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[0115] At step S21, a determination Is made as to 
whether or not the reproduction apparatus 3 receives 
the reproduction end instruction by an operator When 
the detemnlned result at step S21 is "NO", the sequence 
returns to step SI 2 so that the same processing Is re- 
peated, and when "YES", the reproduction from the disc 
100 is stopped (step S22) so that the processing In FIG.* 
7 is ended. 

[01161 ^he present embodiment, since both the re- 
cording apparatus and the reproduction apparatus exe- 
cute the watermark detection after descrambie, in the 
scramble system with which the descrambie circuit does 
not cope, the copy control infonnation cannot be dis- 
criminated, but also in this case, unauthorized recording 
and reproduction are prevented by discrimination of the 
scramble system {step 6 in FIG. 5 is "NO", and step SI 7 
in FIG. 7 is "NO"). Moreover, in the system with which 
the descrambie circuit does not cope, the digital signal 
is irealed as non-scrambled signal because it is incapa- 
ble of being determined. Namely, since the watermark 
detection is impossible, the digital signal may be record- 
ed or reproduced directly in the state that the copy con- 
trol infonnaiion is regarded as "Copy Free". This Is be- 
cause even if the digital signal is recorded or reproduced 
directly, finally it cannot be decoded normally by the re- 
production apparatus so as to become an error. 
[0117] As mentioned above, according to the struc- 
• u'e o'-'s-e cresent embodiment, in the reproduction ap- 
pr.rnius 2. Since the selected conditions shown in FIG. 
2 are set so that ihe reproduction operation of a digital 
s.gna. >s ccriirolled. forexampie, unauthorized propaga- 
ticn of the digital signal via the path 01 can be cut off. 
Similarly, In the recording apparatuses 2 and 4, since 
the selected conditions shown In FIG. 3 are set so that 
the recording operation of the digital signal is controlled, 
for example, unauthorized propagation of the digital sig- 
nal via the paths El and F1 can be cut off. In such a 
manner, when the method according to the present enrv 
bodiment Is applied, unauthorized copying of a digital 
signal corresponding to contents can be prevented ef- 
fectively so that a protecting level of copyright of the con- 
tents can be further heightened. 
[0118] The invention may be embodied in other spe- 
cific forms without departing from the spirit or essential 
characteristics thereof. The present embodiments are 
therefore to be considered in all respects as illustrative 
and not restrictive, the scope of the invention being in- 
dicated by the appended claims rather than by the for- 
going description and all changes which come within the 
meaning and range of equivalency of the claims are 
therefore intended to be embraces therein. 



Claims 

1 . A copyright protecting method of scrambling an in- 
formation signal inputted via an input path (A1 , B1 , 
CI , E1 ) and outputting it via an output path (A1 , B1, 
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01, El), the infomiation signal corresponding to 
contents which are to be protected under copyright, 
including copy control Infonnation, and being 
scrambled by means of a predetermined type of 
scramble system, characterized in that the copy- 
right protecting method comprises: 

a discriminating step of discriminating the type 
of the scramble system of the inputted informa- 
tion signal and the type of the copy control in- 
formation of the inputted Information signal; 
a scramble system applying step of applying a 
predetermined scramble system to the inputted 
infonnation signal and producing a scrambled 
output when a combination of the discriminated 
type of the scramble system and the discrimi- 
nated type of the copy control Infomiation co- 
incides with that included in a selected condi- 
tion; and 

wherein the selected condition including com- 
binations of a plurality of types of scramble sys- 
tems applicable to the information signal and a 
plurality of types of the copy control information 
to eliminate copying of the information signal 
via an unauthorized path (A2. A4, B2, 02, D1 , 
D2, F1 , F2). 

The copyright protecting method according to claim 
i . characterized in that a plurality of the scramble 
systems include scramble processings each having 
different algorithms and corresponding descrambie 
processings. 

The copyright protecting method according to claim 
1 , characterized in that a plurality of the scramble 
systems include scramble processings each having 
different keys and coresponding descrambie 
processings. 

The copyright protecting method according to claim 
1 , characterized in that the copy control informa- 
tion includes first control information indicating per- 
mission to copy the infonnation signal only once 
and second control intotmatton indicating prohibi- 
tion of copying the Information signal after the infor- 
mation signal is copied once. 

A recording method of recording an information sig- 
nal Inputted via an input path (A1, 81, CI, E1) on 
the recording medium (71 , 73) according to copy 
control Infonnation, the Information signal corre- 
sponding to contents which are to be protected un- 
der copy right, characterized in that the recording 
method connprises: 

a discriminating step of discriminating the type 
of the scramble system of the inputted informa- 
tion signal and the type of the copy control in- 



13 



BNSDOCIO: <EP 1 t54426A2J.> 



25 



EP1 154 426 A2 



26 



formation of the inputted information signal; 
and 

a scramble system applying step of applying a 
predetermined scramble system to the inputted 
information signal and producing a scrambled 
output when a combination of the discriminated 
type of the scramble system and the discrimi- 
nated type of the copy control infomiation co- 
incides with that included in a selected condi- 
tion; and 

a recording step of recording the scrambled 
output on the recording medium (71 , 73), 
wherein the selected condition including com- 
binations of a plurality of types of scramble sys- 
tems applicable to the infomnation signal and a 
plurality of types of the copy control infomfiation 
to eliminate copying of the infomnation signal 
via an unauthorized path (A2, A4, B2, C2, D1. 
D2. F1,F2). 

6. The recording method according to claim 5, char- 
acterized in that the scramble system applying 
step applies a scramble system different from that 
of the infonnation signal recorded on a prerecorded 
disc (74) to the inputted infomnation signal when the 
discriminated type of the copy control infonnation 
of the inputted information signal coincides with that 
of the inputted information signal recorded on the 
prerecorded disc (74) and produces the scrambled 
output. 

7. The recording method according to claim 6, char- 
acterized in that the copy control infonnation per- 
mits only one copy of the information signal. 

8. The recording method according to daim 5. char- 
acterized in that the recording method further conn- 
prises a descramble system applying step of apply- 
ing a predetermined descramble system to the in- 
putted infonnation signal, 

wherein the scramble system applying step 
applies the predetennined scramble system to the 
inputted infonnation signal after the predetermined 
descramble system is applied. 

9. The recording method according to daim 8, char- 
acterized in that the predetermined descramble 
system is restricted to a descramble system con-e- 
sponding to a scramble system which is previously 
set. 

10. The recording method according to claim 9. char- 
acterized in that 

the descramble system applying step applies 
two types of the predetemnined descramble 
systems to two types of the inputted information 
signals respectively, 



one type of the predetennined descramble sys- 
tem is a scramble system of the information sig- 
nal to which the copy control infonnation for 
pemnitting only one copy of the Information slg- 
5 nal outputted from a receiving apparatus (1 ) is 

given, and 

another type of the predetermined descramble 
system is a scramble system of the information 
signal outputted when reproduction is executed 
10 from a recording medium (71 , 73) to which the 

copy control infonnation for pemnitting only one 
copy of the information signal is given. 

11. The recording method according to claim 5, char- 
ts acterlzed in that the scramble system applying 
step applies only one predetermined scramble sys- 
tem to the inputted information signal, and the only 
one predetemnined scramble system is a scramble 
system which is applied to the case where recording 
20 information to which copy control information for for- 
bidding copies after the infomnation signal is copied 
once is given is recorded onto the recording medi- 
um (71 , 73). 

25 12, A recording apparatus (2, 4) for recording an infor- 
mation signal inputted via an input path (A1 , B1 , C1 , 
E1 ) onto a recording medium (71 , 73) according to 
copy control information, the information signal cor- 
responding to contents which are to be recorded on 

30 the recording medium, including copy control infor- 
mation, and being scrambled by means of a prede- 
tennined type of scramble system, characterized 
in that the recording apparatus comprises: 

35 a discriminating device (23) for discriminating 

the type of the scramble system of the inputted 

infomnation signal and the type of the copy con- 
trol information of the inputted information sig- 
nal; 

40 a scramble system applying device (1 6) for ap- 

plying a predetennined scramble system to the 
inputted infonnation signal and producing a 
scrambled output when a combination of the 
discriminated type of the scramble system and 

45 the discriminated type of the copy control Infor- 

mation coincides with that Included In a select- 
ed condition; and 

a recording device (11 ) for recording the scram- 
bled output onto the recording medium, 

50 wherein the selected condition including com- 

binations of a plurality of types of scramble sys- 
tems applicabte to the infonnation signal and a 
plurality of types of the copy control Infonnation 
to eliminate copying of the information signal 

55 via an unauthorized path (A2, A4, 62, C2, D1 , 

D2, F1.F2). 

13. The recording apparatus (2. 4) according to claim 



14 



27 



EP1 154 426 A2 



28 



1 2, characterized in that the scramble system ap- 
plying device (16) applies a scramble system differ- 
ent from that of the information signal recorded on 
a prerecorded disc (74) to the inputted Infomiation 
signal when the discriminated type of the copy con- 
trol inf omnation of the inputted inf onnation signal co- 
incides with that of the inputted information signal 
recorded on the prerecorded disc (74) and produc- 
es the scrambled output. 

14. The recording apparatus (2, 4) according to claim 

13, characterized in that the copy control infonna- 
tion pemnits only one copy of the information signal 
corresponding to the contents. 

15. The recording apparatus (2, 4) according to claim 
12, characterized in that the recording apparatus 
further comprises a descramble system applying 
device (20) for applying a predetermined descram- 
ble system to the inputted infonnation signal, 

wherein the scramble system applying device 
(16) applies the predetermined scramble system to 
the inputted information signal after the predeter- 
mined descramble system is applied. 

16. The recording apparatus (2, 4) according to claim 

15, characterized in that the predetermined de- 
scramble system is restricted to a descrannble sys- 
tem corresponding to a scramble system which is 
previously set. 

17. The recording apparatus (2. 4) according to claim 

16, characterized in that 

the descramble system applying device (20) 
applies two types of the predetermined de- 
scramble systems to two types of the inputted 
infonnation signals respectively, 
one type of the predetemnined descramble sys- 
tem is a scramble system of the infonnation sig- 
nal to which the copy control information for 
permitting only one copy of the infonnation sig- 
nal outputted from a receiving apparatus (1) is 
given, and 

another type of the predetennined descramble 
system is a scramble system of the Infonnation 
signal outputted when reproduction is executed 
from a recording medium (71 , 73) to which the 
copy control infonnation for pennitting only one 
copy of the infomrtation signal is given. 

18. The recording apparatus (2, 4) according to claim 
12, characterized In that the scramble system ap- 
plying device (23) applies only one predetermined 
scramble system to the inputted infonnation signal, 
and the only one predetermined scramble system 
is a scramble system which is applied to the case 
where recording information to which copy control 



infonnation for forbidding copies after the Informa- 
tion signal is copied once is given is recorded onto 
the recording medium (71 , 73). 

5 19. A reproducing method of reading an Information 
signal from a recording medium (71 , 73) and repro- 
ducing it according to copy control information, the 
informaiion signal con-esponding to contents which 
are protected under copyright, being recorded on 

10 the recording medium (71 . 73) via an input path (A1 , 
B1.C1, El), including copy control infonnation. and 
being scrambled by means of a predetennined type 
of scramble system, characterized in that the re- 
producing method comprises: 

15 

a discriminating step of discriminating the type 
of the scramble system of the read infonnation 
signal and the type of the copy control informa- 
tion of the read information signal; 

20 a scramble system applying step of applying a 

predetermined scramble system to the read in- 
formation signal and producing a scrambled 
output when a combination of the discriminated 
type of the scramble system and the dlscrimi- 

25 nated type of the copy control infonnation co- 

incides with that included in a selected condi- 
tion; and 

a reproducing step of reproducing the scram- 
bled output, 

30 wherein the selected condition including com- 

binations of a plurality of types of scramble sys- 
tems applicable to the Information signal and a 
plurality of types of the copy control information 
to eliminate copying of the information signal 

35 via an unauthorized path (A2, A4, B2, C2, D1 . 

D2, F1,F2). 

20. The reproduction method according to claim 19, 
characterized in that different scramble systems 

40 are applied to the infonnation signal according to 
the combinations of the scramble systems of the in- 
fonnation signal recorded on the recording medium 
(71 , 73, 74) and the copy control infonnation sig- 
nals. 

45 

21. The reproduction method according to claim 20. 
characterized In that the scramble system applied 
to the information signal when reproduction is exe- 
cuted from the recording medium (71 , 73, 74) to 

50 which copy control information for permitting only 
one copy of the information signal is given, is differ- 
ent from a scramble system, which is applied to the 
infonnation signal when the reproduction is execut- 
ed from the recording medium (71 , 73, 74) onto 

55 which the infonnation signal with copy control infor- 
mation ^or forbidding copies after the information 
signal is copied once Is recorded, and is also differ- 
ent from the scramble system, which is applied to 
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the information signal with copy control information 
for pemiltting only one copy of the information sig- 
nal outputted from a receiving apparatus (1). 

22. A reproducing apparatus (3) for reading an infonna- 
tion signal from a recording medium (71 , 73, 74) and 
reproducing it according to copy control informa- 
tion, the infomnation signal corresponding to con- 
tents which are protected undercopyright, being re- 
corded on the recording medium (71 , 73, 74) via an 
input path (A1 , B1 , CI , El ), including copy control 
information, and being scrambled by means of a 
predelemiined type of scramble system, charac- 
terized in that the reproducing apparatus compris- 
es: 



ent from the scramble system, which is applied to 
the infonmation signal with copy control information 
for permitting only one copy of the information sig- 
nal outputted from a receiving apparatus (1). 

5 

25. A reproducing method of reading an information 
signal from a recording medium (71 , 73. 74) and re- 
producing it according to copy control infonmation. 
the infomiation signal corresponding to contents 

10 which are protected under copyright, being record- 
ed on the recording medium (71 , 73, 74) via an input 
path, including copy control infomiation, and being 
scrambled by means of a predetermined type of 
' scramble system, characterized in that the repro- 

15 ducing method comprises: 



a discriminating device (42) for discriminating 
the type of the scramble system of the read in- 
formation signal and the type of the copy control 
information of the read information signal; 20 
a scramble system applying device (39) of ap- 
plying a predetermined scramble system to the 
read infonmation signal and producing a scram- 
bled output when a combination of the discrinn- 
inated type of the scramble system and the dis- 25 
criminated type of the copy control infomnation 
coincides with that included in a selected con- 
dition; and 

a reproducing device (40) for reproducing the. 
scrambled output, 30 
wherein the selected condition Including com- 
binations of a plurality of types of scramble sys- 
tems applicable to the infomiation signal and a 
plurality of types of the copy control information 
to eliminate copying of the infomnation signal 35 
via an unauthorized path (A2, A4. B2, C2, 01, 
D2, F1.F2). 

23. The reproducing apparatus (3) according to claim 

22. characterized in that different scramble sys- "^o 
terns are applied to the Infomiatbn signal according 
to the combinations of the scramble systems of the 
information signal recorded on the recording medi- 
um (71. 73) and the copy control information sig- 
nals. -^5 

24. The reproduction apparatus according to claim 23, 
characterized in that the scramble system applied 
to the information signal when reproduction is exe- 
cuted from the recording medium (71, 73, 74) to so 
which copy control information for permitting only 
one copy of the infomnation signal is given, is differ- 
ent from a scramble system, which is applied to the 
information signal when the reproduction is execut- 
ed from the recording medium (71, 73, 74) onto 55 
which the information signal with copy control infor- 
mation for forbidding copies after the infomnation 
signal is copied once is recorded, and is also differ- 



a discriminating step of discriminating the type 
of the scramble system of the read infomnation 
signal and the type of the copy control informa- 
tion of the read infomnation signal; and 
a forbidding reproducing step of forbidding re- 
producing the read information signal when a 
combination of the discriminated type of the 
scramble system and the discriminated type of 
the copy control information does not coincice 
with that included in a selected condition, 
wherein the selected ccncitior^ , 
binations of a plurality of types of scramble sys- 
tems applicable to the informat'O** s g'^a' a 
plurality of types of the copy coniroi Informaiicn 
to elmninate copying of the information signal 
via an unauthorized path (A2, A4. B2, C2. 01 . 
02, F1 , F2). 

26. The reproduction method according to claim 25. 
characterized in that different scramble systems 
are applied to the infomnation signal according to 
combinations of the scramble systems of informa- 
tion signal recorded onto the recording medium and 
the copy control infomnation signals. 

27. The reproduction method according to claim 26, 
characterized In that the scramble system applied 
to the infomnation signal when reproduction is exe- 
cuted from the recording medium (71, 73, 74) to 
which copy control Infomnation for permitting only 
one copy of the infomiation signal is given, is differ- 
ent from a scramble system, which is applied to the 
information signal when the reproduction is execut- 
ed from the recording medium (71 , 73, 74) onto 
which the infomnation signal with copy control infor- 
mation for forbidding copies after the infonmation 
signal is copied once is recorded, and is also differ- 
ent from the scramble system, which is applied to 
the information signal with copy control infomnation 
for pemnitting only one copy of the information sig- 
nal outputted from a receiving apparatus (1). 
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28. A reproducing apparatus (3) for reading an informa- 
tion signal from a recording medium (71 , 73, 74) and 
reproducing it according to copy control informa- 
tion: the information signal corresponding to con- 
tents which are protected under copyright, being re- 5 
corded on the recording medium (71 , 73, 74) via an 
input path (A1, B1, C1, El), including copy control 
information, and being scrambled by means of a 
predetermined type of scramble system, charac- 
terized in that the reproducing apparatus compris- io 
es: 

a discriminating device for discriminating the 
type of the scramble system of the read infor- 
mation signal and the type of the copy control is 
Information of the read infomnatlon signal; and 
a forbidding reproducing device for forbidding 
reproducing the read infomnatlon signal when 
a combination of the discriminated type of the 
scramble system and the discriminated type of 
the copy control information does not coincide 
with that included In a selected condition, 
wherein the selected condition including com- 
binations of a plurality of types of scramble sys- 
tems applicable to the information signal and a 2S 
plurality of types of the copy control information 
to eliminate copying of the information signal 
via an unauthorized path (A2. A4, B2, C2, D1, 
D2. Fl, F2). 

30 

29. The reproduction apparatus according to claim 28, 
wherein different scramble systems are applied to 

' the infonnation signal according to combinations of 
the scramble systems of infonnation signal record- 
ed onto the recording medium and the copy control 35 
infonnation signals. 

30. The reproduction apparatus according to claim 29, 
wherein the scramble system applied to the Infor- 
mation signal when reproduction is executed from 40 
the recording medium to which copy control infor- 
mation for permitting only one copy ot the infonna- 
tion signal is given, is different from a scramble sys- 
tem, which is applied to the infomnatlon signal when 

the reproduction Is executed from the recording me- 45 
dium onto which the infonnation signal with copy 
control infonnation for forbidding copies after the in- 
fonnation signal is copied once is recorded, and is 
also different from the scramble system, which is 
applied to the infonnation signal with copy control so 
infonnation for permitting only one copy of the in- 
fonnation signal outputted from a receiving appara- 
tus (1). 
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